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Introduction

Clustering is a prime example of a problem typically associated with unsupervised learning. One of the
key design choices when using any clustering algorithm is to choose the right distance metric. Tradi-
tionally, one of the standard distance metrics such as the Euclidean, Manhattan or Mahalanobis distance
would be used, using the designer’s knowledge of the domain. For complex tasks, however, it is difficult
to design a metric that is well-suited to the problem at hand. One of the possible solutions to this prob-
lem is using distance metric learning, that is using machine learning to construct a distance metric under
which the desired clustering can be done easily. This automates the process of creating a problem-specific
metric.

Multi-instance learning is a well-known approach to supervised machine learning on structured data.
Multi-instance learning alleviates the need for having a label for each instance in the training set, instead
relying on learning how to represent whole bags of instances. The feature extractor and the classifier
are then trained in an end-to-end fashion. This has the advantage of being able to exploit the inherent
structure of the data when designing the machine learning model.

In this work, clustering and multi-instance learning meet. While there have been previous attempts
at multi-instance clustering, they have utilized the so-called bag-space paradigm, which is prohibitively
computationally expensive for large datasets. Instead, an approach based on the so-called embedded-
space paradigm was chosen for this work, as this approach offers a mix of high performance and the
ability to construct complex hierarchical models tailored to the specific domain or application. For this
approach, there exists no known prior art. In order to fill this gap and to offer a comparison, three different
methods will be presented, experimentally evaluated and compared. The most promising of these three
methods falls into the category of unsupervised learning, for which there is no need for labelled training
data, which would make the method applicable to a broad set of problems.

To utilize and evaluate the proposed method, an industry application was selected — network security.
The problem of clustering and classifying network traffic is well known. Specifically, the problem of
clustering second-level domains based on the activity clients are exhibiting towards them is tackled. Even
an experienced network analyst can only investigate a limited amount of domains and having a clustering
on the space of domains would allow them to only investigate a few of the domains in a cluster and then
being able to label any current or future domain falling in the cluster as either legitimate or malicious.
Moreover, with the recent spread of encrypted traffic over the HTTPS protocol, and the gradual roll-out of
encryption to core protocols such as HTTP/3 (formerly known as QUIC) and Encrypted SNI, the amount
of information available to the analyst is shrinking. If this work is successful, it could be in the future
extended to cover the problem of classifying partially or fully encrypted network traffic.

The work is structured as follows: Chapter 1 introduces multi-instance learning, presents two for-
malisms used to mathematically describe it, presents and compares the three main paradigms used for
multi-instance learning and provides a survey of the state of the art with respect to multi-instance learn-
ing. Chapter 2 presents clustering as a machine learning task, presents its application to multi-instance
learning and provides metrics for evaluating the performance of the proposed methods. Chapter 3 is the
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core of this work. Three methods for multi-instance clustering are presented, each building on an orig-
inal method in other domains of machine learning. The three methods are explained and theoretically
compared. Chapter 4 compares the methods experimentally on publicly available dataset. The author of
this work considers it important to provide a replicable experiment which evaluates the methods in a way
that is not constrained by the unavailability of proprietary datasets. Finally, chapter 5 evaluates the three
methods on a corporate dataset of network traffic.



Chapter 1

An overview of Multi-instance learning

Multi-instance learning is an approach to machine learning first described by Dietterich et al., . In
its original form, multi-instance learning (often referred to just as MIL) was used for supervised learning,
that is to solve problems for which there is already a dataset of known examples and their corresponding
labels at the ready. An example of that is in the work Amores, . The other class of problems solved is
unsupervised learning, where no labels are available in the training phase. Among these is for example
Ying Chen et al.,

The multi-instance learning paradigm is a type of representation learning on data with some internal
structure. While classical machine learning algorithms typically operate on samples represented by a
vector of numbers each, MIL relaxes this requirement by representing a sample as a bag of an arbitrary
number of objects. This bag is then treated as one sample — e.g. in classification, there is a label for the

whole bag.

In this chapter, two formalisms for describing multi-instance learning in the context of classification
are presented. The algebraic formalism largely consisting of a translation of Dé&dic, , where it was
first introduced. The probabilistic formalism build upon the ideas from Muandet et al., . Finally, a

review of methods for MIL is presented.

1.1 Multisets

In order to properly describe multi-instance learning using the algebraic formalism, a few uncommon
definitions are needed.

A multiset is a set allowing repeated elements. Alternatively, it can be seen as an unordered tuple.
Knuth, formally defines the concept as follows:

Definition 1.1. Let A be aset and m : A — N\ {0}. The tuple (A, m) is called a multiset over the set
A. For an a € A, the number m (a) is called the multiplicity (i.e. the number of occurrences) of a. If
a € A, then a is called an element of (A, m) and denoted as

a€ (Am)

Obviously, the concept of a multiset is a generalization of the concept of a set and as such, it is usually
written as an enumeration its elements, which are repeated as many times as is their multiplicity.

Example 1.2. The multiset ({a,b,c},{(a,3),(b,1),(c,5)}) may be written as {a, a,a, b, c,c,c,c,c}.

Remark 1.3. A set can be seen as a special case of a multiset where each element has a multiplicity of 1.
11



12 CHAPTER 1. AN OVERVIEW OF MULTI-INSTANCE LEARNING

Definition 1.4. Let A be a set. A multiset (B, m) is called a submultiset of A if B C A. This is denoted

as
(B,m) C A

The previous definition allows for a generalization of the concept of a power set, which is usually
denoted as P (A) or 24,

Definition 1.5. Let A be a set. A power multiset of A is the set
PM(A) = {(B,m)| (B, m)is a multiset A (B, m) C A}

Remark 1.6. A power set of A is sometimes expressed as the set of all function from A to {0, 1}, written
as {0,1}*. {0, 1} coincides with the von Neumann ordinal 2, therefore the power set is often denoted 2%
Similarly, the power multiset may be expressed as the set of all functions from A to N (where 0 € N). It
is therefore possible to use an analogous notation P (A) = N, This analogy extends to the size of the
sets in question where

’2A’ = 2[4l and ‘NA‘ = 400
for all A # 0.

Definition 1.7. Let B = (A, m) be a multiset where A is finite. The cardinality of the multiset B is
Bl=) m(a)
acA

The summation of two multisets can be easily defined as follows.

Definition 1.8. Let B; = (A1, m) and By = (Ay, my) be two multisets. Then the sum of B; and B is
B; By = (Al UAQ,m)

where
mi (a) for ae€ A\ Ay

m(a) = < ma (a) for a€ A\ Ay
mq (a) + mg(a) for a € AjnNAs

1.2 An algebraic formalism for multi-instance learning

Multi-instance learning (see Dietterich et al., ) in its original form is an approach to representing and
solving problems where there exist samples from a space X and their corresponding labels from a space
Y (the labels are also often called classes) and the goal is to find a mapping of samples to labels which
correctly predicts the targets on the data. Unlike classical supervised learning, there is no known solution
consisting of pairs of samples and labels. Instead, the samples are grouped together into so-called bags,
which are defined as follows:

Definition 1.9. Let X’ be a set of samples. Then the bag space is a multiset B with the properties
1. BCPM(Xx)
2. (Vx € X) (3B € B) (z € B)

Elements of the bag space are called bags.
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Multi-instance learning classification uses a dataset consisting of pairs of bags and labels to learn
a mapping between them. Dietterich et al., provides the following example of a multi-instance
problem:

Example 1.10. Suppose there is a keyed lock on the door to the supply room in an office. Each staff
member has a key chain containing several keys. One key on each key chain can open the supply room
door. For some staff members, their supply room key opens only the supply room door; while for other
staff members, their supply room key may open one or more other doors (e.g., their office door, the mail
room door, the conference room door).

Suppose you are a lock smith and you are attempting to infer the most general required shape that a
key must have in order to open the supply room door. If you knew this required shape, you could predict,
by examining any key, whether that key could unlock the door. What makes your lock smith job difficult
is that the staff members are uncooperative. Instead of showing you which key on their key chains opens
the supply room door, they just hand you their entire key chain and ask you to figure it out for yourself!
Furthermore, you are not given access to the supply room door, so you can’t try out the individual keys.
Instead, you must examine the shapes of all the keys on the key rings and infer the answer.

In this example, the keys (or, more precisely their descriptions by feature vectors) are the samples
from X. The key chains are bags. Even though it makes sense to ask for each key whether it unlocks the
supply room, this information is not provided. Instead, only a key-chain-level information is available.
On the other hand, it may be stated that a key chain opens the supply room door if and only if it contains
a key which opens the door. This naturally leads to the following definition:

Definition 1.11. Let X be an sample space and ) a label space such that

(Ve € X) (Fiyz € V)

Let 5 be a bag space. Let maximum be well-defined in ). Then the label of the bag B € B is
yp = max (yz) € Y
z€eB

As will later be shown in sections 1.4.2 and 1.4.3, this isn’t the only interpretation of multi-instance
learning. There are problems where the instance-level labels are not only no known, but even not well-
defined as the bag isn’t seen as a mere collection of objects but as a distinct object of its own.

1.3 A probabilistic formalism for multi-instance learning

An alternative formalism for multi-instance learning was first introduced in Pevny; Somol, and
builds on the previous work Muandet et al.,

Let for the space X’ exist a measurable space (X, .A), where A is a o-algebra of X. Let P denote
the set of all probability measures on (X', .4). A bag B is viewed as a set of realizations of a particular
probability distribution P € P, that is

B ={zj|lx; ~ Pie{l,...,m},me N}

A core assumption of this formalism is that P = P (Pp, yp) where Pp is the probability distribution of
instances in the bag B and yp is the label assigned to B. That is, the probability distribution of the bag
is dependent on its assigned label.
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1.4 Approaches to solving multi-instance problems

In this section, there are described the three major approaches to solving multi-instance classification
problems. The section is sourced primarily from Pevny; Somol, and Pevny; Somol,

1.4.1 Instance-space paradigm

Instance-space paradigm is the original approach proposed by Dietterich et al., . The existence of
labels on the level of instances is presumed, even though such labels aren’t known even in the training
phase. The goal of this approach is to model the unknown instance-level labelling as f : X — ) and use
it to compute the bag-level label analogically to definition 1.11, that is

yp = max (f ()

There are many applications of instance-space paradigm, the most important of which are described
next. (Also see Andrews et al., C. Zhang et al., )

BP-MIP, proposed by Zhou; M.-L. Zhang, ,is an application of multi-instance learning to binary
classification, i.e. ) = {—1,+1}. A feedforward neural network is used, its output for the j-th instance
of the i-th bag denoted o0;;. An instance-level error function is defined as

0 for yg, = —1 A 05 < 0.5
Ei; =<0 for yp, =+1Ao0;; >0.5
% (045 — 0.5)% otherwise

This instance-level error function is then used to compute the bag-level error function as !

L. max;<j<|p,| Bij for yp, =—1
1 .
miny <<, Lij for yp, =+1

And this is in turn used to compute the global loss function

Bl

E=) E
=1

With such a well-defined global loss function, the back-propagation algorithm can be used with a slight
modification described in the original article.

EM-DD, proposed by Q. Zhang et al., , combines the expectation-maximization algorithm (see
Dempsteretal., ) with the diverse density algorithm (see Maron et al., ). The EM-DD algorithm
starts with a target hypothesis h € ), which is then refined with the EM algorithm. In the E-step, the
instance thought to be most responsible for the label of each bag is picked. In the M-step, the gradient
ascent algorithm is used to find a new hypothesis 4’ which maximizes DD (h). DD (h) corresponds to
the likelihood that A is the actual target. These steps are then repeated, refining the hypothesis.

'The original article erroneously states the upper bound as |b;|
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1.4.2 Bag-space paradigm

The bag-space paradigm is a formalism in which the notion of instance-level labels is abandoned (that
is, the labels are presumed to not only be unknown, but even undefined) and only bag-level labels are
assumed to exist. The definition 1.11 is no longer used, so some other way of working with bags must be
devised. In order to do this, a bag distance function or a bag kernel function is defined, having the form

k:BxB—RE

Because the notion of an instance-level label is no longer used, the sought classification function is of the
form f: B — ).

Citation-kNN, proposed by J. Wang et al., , defines a modified Hausdorff distance for bags
Bl, BQ € Bas
H (B, B2) = min min ||z —
(B1, B2) = min min [z g
The k-nearest neighbour algorithm (see Dasarathy, ) is modified for this application by adding a

system of citations and references. The r-nearest references are the nearest neighbours from the vanilla
kNN algorithm and the c-nearest citers are defined as

Citers (z, ¢) = {x;|Rank (z;,x) < cAz; € B}

For each bag, the r-nearest references and the c-nearest citers are found using the modified Hausdorff
distance. If among those there are more positive bags than there are negative ones, the bag is labelled as
positive. Otherwise, the bag is labelled as negative.

For more applications using the bag-space paradigm, see J. Wang et al., , Kwok et al., ,
Girtner et al., , Haussler, , Zhou; Sun, et al., and Muandet et al.,

1.4.3 Embedded-space paradigm

In the embedded space paradigm, labels are only defined on the level of bags, same as in the bag-space
paradigm. In order for these bag labels to be learned, an embedding function of the form ¢ : B —
X must be defined, where X is a latent space, which may or may not be identical to X. Using this
function, each bag can be represented by an object ¢ (B) € X, which makes it possible to use any off-
the-shelf supervised learning algorithm acting on X'. Among the simplest embedding functions are e.g.
element-wise minimum, maximum and mean. A more complicated embedding function may for example
apply a neural network to each instance of the bag and subsequently pool the instances using one of the
aforementioned functions.

MILES, proposed by Yixin Chen; Bi, et al., , uses an instance dictionary D to define an embed-
ding function representing the degree of similarity between the bag and the dictionary, that is

¢: B — R
which is defined element-wise as

¢i (B) = Z k(x,d;) where d; €D
Tr€eEB

where

exp (—% ||z — d||2) if d is the nearest neighbour of = in D
k(x,d) = v
0 otherwise
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The dictionary is populated by a 1-class support vector machine (see Zhu et al., ), which, however,
has a high computational complexity.
Pevny; Dédic, and Dédic, present an approach to learning to classify HTTP traffic by

utilizing sets of URLs. Neural networks are used to transform both instance-level and bag-level represen-
tations. The model is as follows. A deep neural network f; : X1 — AX» is used to transform each instance
x € B. An aggregation function is then used, being of the form

g: /P]w (XQ) — ./?1

Finally, a second deep neural network fp5 : X1 — X is used to transform the representation of each bag.
Combining these functions gives the embedding function

¢ (B) = fB (9 ({f1 ()@ € B}))

The functions f; and fp are realized by a deep neural network using ReLLU as its activation function. The
aggregation g is realized as an element-wise mean or maximum of all the vectors.

The structure of the data is highly exploited using the embedded-space paradigm. The approach is
innovative in that it uses multiple layers of MIL nested in each other — that is the instances of a bag do not
necessarily need to be feature vectors, but can be bag in themselves. The HTTP traffic of a particular client
is therefore represented as a bag of all second-level domains the client has exchanged datagrams with.
Each second-level domain is then represented as a bag of individual URLs which the client has connected
to. Individual URLSs are then split into 3 part, domain, path and query, and each part is represented as a
bag of tokens, which can then be broken down eve further. The model is shown in figure 1.1. In the end,
the model consists of 5 nested MIL problems.

An added benefit of MIL is also in its relatively easy explainability and interpretability. Pevny; Dédic,

present a way to extract indicators of compromise and explain the decision using the learned MIL
model.

For more applications using the embedded-space paradigm, see Cheplygina et al., , Yixin Chen;
J. Z. Wang, Foulds, and M.-L. Zhang et al.,

1.4.4 A comparison of the approaches

For this work, the embedded-space paradigm was chosen. The main reason for this is the development
multi-instance learning has gone through since its inception. In the pioneering work of Dietterich et al.,

, it is assumed that a bag is just a convenient collection of instances which could be used directly,
but have no available per-instance labels. This notion of MIL has, however, since evolved beyond these
simple cases and the instance-space paradigm is no longer suitable. The previous work Pevny; Dédic,

presents a clear example where multi-instance learning is used as a general toolkit for learning rep-
resentations from structured data and even defines how to use nested MIL problems to represent complex
hierarchical structures. To this end, the embedded space paradigm is used in this work as it is the only
one for which such a structured, multi-layered approach has been proposed.

The bag-space paradigm has clear prior art in the domain of clustering. For large datasets, however,
this approach is not feasible due to its high computational complexity. This presents another argument in
favor of using the embedded-space paradigm, as the target application of this work is in a domain with
extremely large datasets.
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Figure 1.1: Hierarchical model of the network traffic of a single computer. The computer is modelled by
a set of remote servers and each remote server is modelled by a set of messages (connections) from the

given computer to it. Figure from Pevny; Dé&dic,
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Chapter 2

Clustering

Clustering is a prime example of a problem typically associated with unsupervised learning.! Xu et
al., even call clustering the most important question of unsupervised learning. The task is one of
grouping objects into clusters such that the objects in any particular cluster are in some sense more similar
to each other that to the objects from other clusters. Alternatively, the problem can be solved by finding
a similarity measure on the object space such that the objects deemed to be similar actually are under the
measure. Oftentimes, such a similarity measure is based on some distance function such as the Euclidean,
Manhattan, Cosine, Minkowski or Mahalanobis (see Mahalanobis, ) distance.

2.1 Definition of clustering

So far, the definition of terms such as "cluster” or ”similar” has been left intuitive and vague. The reason
for that is that there is no universal definition of what a cluster is. Estivill-Castro, argues that there
even should not be a universal definition as the clusters are, in a large part, on the eye of the beholder.
Notwithstanding that, there is at least an informal definition provided by Jain et al.,

1. A cluster is a set of entities which are alike and entities from different clusters are not alike.

2. A cluster is an aggregation of points in the test space such that the distance between any two points
in the cluster is less than the distance between any point in the cluster and any point not in it.

3. Cluster may be described as connected regions of a multi-dimensional space containing a relatively
high density of points, separated from other such regions by a region containing a relatively low
density of points.

Even with that definition, it is sometimes not clear what constitutes a cluster without some additional
context. Jain et al., presents figure 2.1 as an example.

Xu et al., offers a comprehensive survey of different distance functions, similarity functions,
performance metrics and clustering algorithms. The choice of the right clustering algorithm can play
a crucial role in the efficiency of a clustering model. In this work, the proposed embedding is general
enough that many clustering algorithms can be used. A comparison of clustering algorithms is, however,
outside the scope of this work, so the k-nearest neighbour algorithm will be used for all the experiments,
as it is the most explored one.

'In this work, both unsupervised and supervised approaches to clustering are explored.

19



20 CHAPTER 2. CLUSTERING

2.2 Application to MIL

In the previous section it has been described what is a clustering. The link between clustering and multi-
instance learning is, however, yet to be shown. In this section, the application of clustering to MIL is
described.

The problem at hand is not one of clustering ordinary number vectors in a linear space. Instead, a
clustering of objects represented by bags is explored, as that is the problem solved for datasets introduced
later in chapters 4 and 5. While J. Wang et al., present a clustering of bags using a modified Haus-
dorff distance on bags and Kohout et al., present a clustering of network traffic fingerprints using
maximum mean discrepancy, this approach was not chosen in this work. Among the main reasons for
this choice is the prohibitively high computational complexity of bag-space paradigm approaches on large
datasets and the opportunity to utilize the representations previously introduced for the particular datasets
in Dédic, and Pevny; Dédic,

An approach based on the embedded-space paradigm (see section 1.4.3) for MIL was chosen. In
order to utilize the structure of the data, a MIL model is used to represent each bag in the latent space
X. This presents the issue of how to train the embedding function ¢ — MIL as presented in chapter 1 is a
supervised algorithm, whereas clustering is a typically unsupervised problem.

The embedding function ¢ from section 1.4.3 is actually of the form

o=0¢(B,0) where B e B

where 0 are the parameters of the embedding, typically learned during the training phase. In the context
of clustering, these parameters still need to be learned over the training phase somehow. This in and of
itself presents another challenge though — off-the-shelf algorithms typically work in some kind of constant
Hilbert space, whereas in this example, the latent space needs to change over the learning period. As is
the case for MIL itself, end-to-end learning was chosen as an approach to solve both of these problems.
A clustering-loss function L¢ is chosen such that

Lo :PY(X) - R

Given such clustering-loss function, an actual loss for the embedding model ¢ and its parameters € can
be computed as

L(¢,0) = Lc ({¢(B,0)|B € B})

If the cluster-loss L¢ is chosen correctly, minimizing L over the learning period will yield a latent space
X in which the bags are already naturally clustered according to the design of the cluster-loss function.
Applying any off-the-shelf clustering algorithm on X’ will then give good results. How to choose the
cluster-loss function L is the focus of chapter 3.

2.3 Clustering evaluation metrics

Xu et al., present different clustering performance metrics. In this work, several metrics are used.
The primary metrics are based on the Silhouette coefficient, the secondary ones on the kNN algorithm
(see Dasarathy, ). The metrics are somewhat different to the ones traditionally used in evaluating
clustering methods as all the datasets used in this work are originally classification datasets and there-
fore have classes available. Each class can then be viewed as a cluster target and the learned clustering
evaluated against these targets.

The first two metrics measure the homogeneity (that is the property of instances of one cluster being
close to one another) and separation (that is the property of instances of different clusters being far apart)
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of clusters (see Everittet al., ). To measure the homogeneity of a cluster, the average distance between
items in a cluster is measured and averaged over all clusters, giving the following metric for items z; in
clusters C;; (defined by the classes in the data):

I~ 1
homo(Cl,...,Cn):gZW Z |lz; — x|
i=1 """

xj,xkECi
TiFETh

To make this metric computationally less complex, it can be simplified by extracting the centre y of the

cluster: 1
p(Ci) = = T
( ) ’C&| EE: J

z;€C;

1 n
homo (C1,...,Co) = =3 >l — u(Ci)

=1 Tj eC;
To measure the separation of clusters, the average distance between cluster centres was taken:
2
sep (C1,....Cn) = ———< > [ln(Ci) = u(Cy)
n(n—1) ~—~
ngn
1<J

The final primary metric is akin to the Silhouette coefficient:

silhouette (C1,...,C) = hiiﬁo(?g . .,Cg))
1. Cn

For the secondary metrics, the kNN algorithm is used and its accuracy (i.e. the fraction of correctly
classified samples) measured. The kNN algorithm was seeded with the training data and its accuracy
assessed on the testing data. This was done over the learning period, giving the first metric. Secondly,
on the final model, the kNN classifier has been seeded with different amount of data and its performance
measured (typically, this data is called the training data of the kNN classifier, in this work, however, it is
referred to as seed data to avoid confusion with the data used to train the embedding). This gives a view
into the robustness of the clustering, as high-quality embeddings would need only a small amount of seed
data points to reach relatively high accuracy. For this last measure, the kNN algorithm was run thrice and
the results averaged to compensate for high dependence on the particular seed points chosen if there is
only a few of them.
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Figure 2.1: An example of the ambiguity of clusters from Jain et al., 1988. At the global level, there are
four clusters in the scatter plot. At a local level, or a lower similarity threshold, twelve clusters can be
recognised however.



Chapter 3

Learning a metric for clustering

In section 2.2, a method for learning a representation ¢ was shown. In order to learn the parameters of
the representation, a clustering-loss function is required in the form

Lo :PY(X) - R

In this chapter, three ways of constructing such a clustering-loss function are explored. The chapter is
structured as follows: First, an unsupervised method constructing a clustering loss-function is presented,
followed by two supervised methods. Each of the methods builds on some prior art, which is introduced
first, followed by an explanation of how the prior art was modified to solve the problem at hand.

3.1 Contrastive predictive coding

Contrastive predictive coding is a technique first introduced by Oord et al., . In this section, the
original article is first presented, with its application to MIL clustering introduced subsequently.

3.1.1 Original method

Contrastive predictive coding (also referred to as CPC) builds the model on the ideas from predictive
coding (see Elias, ), a technique from information theory. In predictive coding, a sequence of mes-
sages is transmitted. Both the transmitter and the receiver try to predict future messages from all the past
ones. Only the difference between the predicted and actual message is then actually transmitted.

CPC is an approach to representing time series by modelling future data from the past. In order to do
that, the model learns high-level representations of the data and discards noise in the data. The further in
future the model predicts, the less shared information is available and thus the global structure needs to
be inferred better.

First, a non-linear encoder gy is used to map an input sequence of data to their latent representations:

Genc * Tt > Z¢

Next, an autoregressive model g, summarizes all latent representations up to a certain point ¢ and pro-
duces a context latent representation:

c = gar ({2]i < t})

Modelling py (z¢1x|ct) directly using a conditional generative model is computationally very expensive,
which is the reason why this approach hasn’t been chosen. Instead, the density ratio which preserves the
23
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mutual information between x; and c; has been modelled as follows:

P (eik|ct)

3.1
P (Tesr) G-D

fr (@eqn, 1) o
A log-bilinear model was used:

o (@ons ce) = exp (2 Wier)

Both gene and g, have been trained to jointly optimize a loss based on the Noise Contrastive Estimation
(see Gutmann et al., ), which is called InfoNCE in Oord et al., . GivenasetX = {z1,...,zn}
containing one positive sample from p (244« |c;) and N — 1 negative samples from p (x4 ), the InfoNCE
loss is as follows:

Ly = —E |log fi, (244, ct) — log Z:ka (@5, ct)
T;€

Optimizing Ly will result in fj estimating the density ratio from equation 3.1.
The model is illustrated in figure 3.1.
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Figure 3.1: The Contrastive Predictive Coding model. Image from Oord et al.,

3.1.2 Application to MIL

The core idea taken from CPC to this work is that of the InfoNCE loss. The actual application is based on
the following idea. If a bag is split into two parts, it is reasonable to expect that the representations of these
two parts would be close to one another. On the other hand, if a random bag were to be drawn from the
data (as a simple random sample with replacement), it is reasonable to expect it to be relatively far from
any actual bag present in the data. These assumptions can be proven correct by using the probabilistic
formalism for MIL (see section 1.3). Given that each bag By, is viewed as a set of realizations of a
probability distribution P, € P, it follows that the two parts of the bag, B,(:) and B,(f) are sets of
realizations from the same distribution Py and therefore should be statistically indistinguishable. On the
other hand, a randomly sampled bag B; does not share the same probability distribution. Using these
assumptions, the following clustering loss is constructed:
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BV @ B = B, e B

Vj B; is a bag of randomly sampled instances from X’

chczlogH¢(B,§1)) o (Bl )H logZH¢( ) - (B’)’

where @ is the multiset sum (see definition 1.8). The first term of the loss function depicts the notion that
the representations of the two parts of the bag should be close to one another and corresponds to the first
term of InfoNCE, which maximizes the prediction of a matching future sample from the current context.
The second term depicts the notion that a random bag should be far from all the bags' and corresponds
to the second term of InfoNCE, which minimizes the prediction of a random sample from the current
context. Choosing to only use the first part of the bag in the second term has no effect as the two parts
are chosen randomly. The value K € N is a hyper-parameter of this method.

This method can be further modified to make it less computationally complex. In order to not have
to draw a lot of random bags, it can be reasonably expected that, on average, the representations of two
parts of two mismatched bags B](;) and B ,(;) should be far apart. The matrix D is constructed as

b= o (487) - ()]

The distances of the corresponding halves are found on the diagonal of D, whereas the distances of mis-
matched halves are in the rest of the matrix. Under this assumption the final loss for the CPC method
is

n

Lcpc = % Z log log Z DZ]

=1

J#Z
where n is the number of bags.
3.2 Triplet loss
Triplet loss is a much more direct approach based on Weinberger et al., . In this section, the original

article is first presented, with its application to MIL clustering introduced subsequently.

3.2.1 Original method

The performance of the k-nearest neighbour algorithm depends heavily on the distance metric used. Typ-
ically, the Euclidean distance is used. However, ideally, the metric would adapt to the problem at hand.
Weinberger et al., present a way to learn a Mahalanobis distance metric for KNN such that it has the
homogeneity and separation properties of clustering.

Let {(z;, i)}, be a training dataset with z; € R? and y; discrete class labels. The goal is to learn
a linear transformation

L:R*— R

This linear transformation is then used to compute squared distances as

D (zi,z)) = ||L (i — z))||;

'On the off-chance a random bag would be close to B](Cl), this would be outweighed by the other terms.
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A helper matrix y is used such that

0 for y; # vy,
Yi; =
1 for Yi = Yj

In addition to this, for each input x;, k target neighbours are defined that are supposed to be close to
x;. Euclidean distance may be used to find the target neighbours. A matrix 7 is used to indicate target
neighbours where 7;; = 1 when x; is a target neighbour of x; and 0 otherwise.

The cost function features two competing terms. The first term depicts the notion that an input should
be close to its target neighbours. The second term depicts the notion that inputs of a different class should
be far from one another. The loss is of the form

e(@)=> nyIL(mi—z)ls+c > my(1—ya) {||L (@i — x5 — || L (i — $j)||§}

ij=1 i1 *

where ¢ > 0 is a hyper-parameter of this method and {-} , is the hinge loss, i.e.
{r}, =max (0,1 —x)

The loss can be reformulated as an instance of semidefinite programming (see Vandenberghe et al.,
). This requires the distance D to be reformulated as

D(xi,x;) = (z; — x;) | M (z; — ;)
M=L"L

This makes it clear that D truly is a Mahalanobis distance measure. The hinge loss is replaced by intro-
ducing slack variables &;; for all 7, j such that y;; = 0. The resulting semidefinite program is:

n n
Minimize Z 77ij (:1}Z — azj)T M (:L'l — CBj) +c Z T]Z'j (1 — yil) fz‘jl
i,y=1 i,gl=1
Subject to:

(1) (wl — :IJZ)T M (.’131 — :Bl) — (CCZ — .’Bj)T M (CCI — .’Dj) Z 1-— fijl
(2) &j=>0
(3) M is positive semidefinite

While this program can be solved by standard general-purpose solvers, Weinberger et al., use a
custom solver.

3.2.2 Application to MIL

The idea taken from Weinberger et al., is the triplet loss itself as the optimizations using semidefinite
programming are not of interest for this work.
The matrix y is defined the same way as in the original article:

0 for y; # vy,
Yi; =
1 for y;=uy;
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This makes triplet loss a supervised method. The matrix 7 can be defined similarly:

)1 if bag Bj is a target neighbour for the bag B;
= 0 otherwise

Next, the pair-wise distance matrix D is used, in the same form as in section 3.1.2:

2
1 2
Dy = o (5") -0 (57)],
The loss itself is then expressed as:

Ltrlplet - ang iJ + CZ 771] — Yil {Dzl ij}Jr
ijl

where ¢ > 0 is a hyper-parameter of the method. Although Weinberger et al., suggest finding 7 as
the k-nearest neighbours of a data point, in this work, the loss has been simplified by setting 7;; = y;;.

3.3 Magnet loss

Magnet loss is an enhancement of the previously described triplet loss, first introduced by Rippel et
al., . In this section, the original article is first presented, with its application to MIL clustering
introduced subsequently.

3.3.1 Original method

The idea of magnet loss builds upon triplet loss. In the case of triplet, the loss function essentially goes
over all triplets of a data point, its target neighbour and a point from a different class and optimizes
their distances (hence the name “triplet loss”). Magnet loss instead maintains an explicit model of the
distributions of different classes in the representation space. To capture the distributions, the model uses
simple clustering models for each class. In the case of the triplet loss, the target neighbourhood is set
a priori and in the original input space — but using distances in the original input space is exactly what
triplet loss and magnet loss aim to circumvent. To this end, magnet loss uses similarity in the space of
representations and updates it periodically. Magnet loss also pursues local separation instead of a global
one — representations of different classes should be separated, but can be interleaved. The difference
between triplet loss and magnet loss is visualized in figure 3.2.

Let {(z;,y;)};_, be a training dataset with inputs z; € R? and y; being C discrete class labels. A
general parameterlzed map f (-; ©) embeds the inputs into a representation space:

ri = f(zi;0)
For each class ¢, K cluster assignments are obtained by using the K-means++ algorithm (see MacQueen,
and Arthur et al., ) where K € N is a hyper-parameter of the method:
T —argnin” Y |- LY
Ioolk p=1rere ’ k‘reﬁ

the centre of each cluster” is denoted 1%
1
C
= 1= T
M ) 2

“Rippel et al., incorrectly uses p, as the centre of both Z; as well as the intermediary cluster Ij,.
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(a) Triplet loss: before (b) Triplet loss: after (c) Magnet loss: before (d) Magnet loss: after

Figure 3.2: Visualization of the difference between triplet loss and magnet loss. While triplet loss only
considers one data point at a time, magnet loss operates on a neighbourhood of clusters. Image from
Rippel et al., 2015

For each input, the centre of the cluster in which its representation falls is denoted as
u (r) = argmin||r — pif|
K
and the distance of its representation from the centre of the cluster is denoted as

N; = |ri — ()3

The variance of the distance of all the representations from their respective centres can then be calculated

as .
1
2
= N;
7 n—liz_; !

For each input, the distance to all the inputs of a different class is calculated as

K
1
M= Y e (b - )

c#y; k=1

The magnet loss is then

S|

n —LN, -
()= {_ tog X2 2 °) }
i—1 7 T

K3

where o € R is a hyper-parameter of the method, which has the meaning of the desired cluster separation
gap with respect to the variance.

This loss function is made computationally less expensive by only sampling a certain amount of
clusters for a class, then sampling a certain amount of inputs in each cluster. The rest of the data then isn’t
considered. This optimization yields the final training procedure:

1. Sample a seed cluster I; ~ py (+).
2. Find the M — 1 nearest impostor clusters I, ... I, for I;.

3. For each cluster I,,,, sample D examples x}", ..., x5 ~ pr,, (-).
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A stochastic approximation of the loss function is then constructed as

rq = f(z7;0)

L D
=52
d=1
Noa = |7 = fumll3
1 M D
5° 1 Z md
m=1d=1
My = up< s I =l
#C(,,.m)
M D _ 1N,
1 CXP( =3 Nind 04)
=275 2. D | ~log =
m=1d=1 M;na

+
where C (r) is the class of the representation .

The cluster index is refreshed periodically between optimization passes with the frequency of the
updates being a hyper-parameter of the method, although Rippel et al., suggest updating it before
each optimization pass.

3.3.2 Application to MIL

The magnet loss is taken almost verbatim from the original article. The simplification by sampling clusters
and data points is not used. For posterity, the complete formulation of the method is as follows:

ri = ¢ (B))
IKfargmmZZ ’ ‘Z
Il p=1rere kl rerg
1
Bi=T71 2T
P

o (r) = argmin [|r — gug |
By

N = =m0
1 n
2 _ )
o _n—lzNZ
=1
& 1
2
M= 33 e (5 I - wil)

c#y; k=1

1 « exp (—52z N; — a
Lmagnet:nZ{_log p( 27\; : )}
(2
+

=1
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where y; is the class label assigned to the bag B; (making magnet loss a supervised method), n is the
number of bags in the dataset and K € N and o € R are hyper-parameters of the method.

The choice of the hyper-parameter K is non-obvious for most problems. Due to this, alternative
methods for obtaining the cluster index which would not need hyper-parameter tuning were explored.
One such method, self-tuning spectral clustering (see Zelnik-manor et al., ) was implemented as a
replacement for the K-means algorithm used in the original method. Section 4.6 presents a comparison
of the performance of these two methods.

3.4 A comparison of the methods

Each of the three methods presented in this chapter is a unique approach to solving the same problem. Out
of the three, the approach based on contrastive predictive coding seems the most promising, as it is the
only unsupervised method and could therefore be used in a broader class of applications. This, however,
also has its drawbacks — unsupervised methods are generally harder to learn correctly. For that reason,
the two supervised methods were selected as a safer option. Comparing them, since magnet loss is an
enhancement of triplet loss, it is reasonable to assume it would perform the same or better than triplet
loss. One drawback of magnet loss is the higher number of hyper-parameters which need to be tuned in
order for the method to work correctly. This problem is partially solved by the introduction of self-tuning
spectral clustering. Chapter 4 evaluates all of the methods on publicly available datasets and chapter 5
then applies all the methods to a corporate dataset in the domain of network security.



Chapter 4

Evaluation on publicly available datasets

The three loss functions presented in chapter 3 were experimentally evaluated on publicly available
datasets. This chapter is structured as follows: The datasets and the models are presented, along with
all the used configuration options so that the experiments would be independently replicable. Two base-
line models are presented as a comparison to the proposed methods. Then, for triplet loss and magnet
loss, the hyper-parameters are discussed (that is the parameters to be set by the architect of the model)
and optimal values selected by performing a grid-search of the parameter space. Finally, all the methods
are compared using their optimal configuration. When comparing the methods, it is important not only to
look at the performance metrics at the end of the training phase, but to actually observe their development
during the whole training process. It would make no sense to select a method which has a better initial
performance, but isn’t affected by the learning process. Also note that in all comparisons, both the value
of silhouette (-) and the accuracy of a kNN classifier built on the embedding are taken into consideration
as they may or may not follow each other.

4.1 Used datasets

The evaluation was done on a set of 20 datasets. These are, in alphabetical order:

1. The "BrownCreeper” and "WinterWren” datasets. See Briggs et al., . A dataset of bird songs
where each bag represents a recording of one or multiple birds. Originally a 13-class dataset,
converted to binary classification datasets by selecting a target class.

2. The ”CorelAfrican” and “CorelBeach” datasets. See Yixin Chen; Bi, et al., . A dataset of
object images where each bag is an image, consisting of segments described by 4 x 4 patch features.
Originally a 20-class dataset, converted to binary classification datasets by selecting a target class.

3. The “Elephant”, ”Fox” and " Tiger” datasets. See Andrews et al., . A dataset of animal images
where each bag is an image, consisting of segments. Originally a multi-class dataset (also with
animals other that the 3), converted to binary classification datasets by selecting a target class.

4. The "Musk1” and "Musk2” datasets. See Dietterich et al., . A dataset of molecules where
each bag is a set of the different shapes the molecule can fold into (so-called conformers). The goal
is to predict whether a molecule has a musky smell or not. If at least one of the conformers of a
molecule can cause it to smell musky, the molecule is positive.
31



32 CHAPTER 4. EVALUATION ON PUBLICLY AVAILABLE DATASETS

5. The ”Mutagenesis1” and "Mutagenesis2” datasets. See Srinivasan et al., . A dataset consisting
of a drug activity prediction problem. There is an easy ("Mutagenesis1”) and a hard ("Mutagene-
sis2”’) version.

6. The "Newsgroups1”, "Newsgroups2” and "Newsgroups3” datasets. See Zhou; Sun, et al.,
A text categorization dataset where each bag is a collection of posts from different newsgroups. A
positive bag for a class is designed to contain 3% of posts from the target class and 97% randomly
sampled from the other categories. Originally a 20-class dataset, converted to binary classification
datasets by selecting a target class.

7. The ’Protein” dataset. See Ray et al., and Ray et al., . A dataset consisting of protein
annotations making it a text categorization problem. The task is to decide whether a given pair
should be annotated by a Gene Ontology (GO) code.

8. The "UCSBBreastCancer” dataset. See Kandemir et al., . A dataset consisting of 38 TMA
image excerpts from breast cancer patients where each bag represents an image excerpt consisting
of image patches. The goal is to predict whether the cancer is benign or malignant.

9. The "Web1”, "Web2”, "Web3” and "Web4” datasets. See Zhou; Jiang, et al., . A dataset of
webpages as ranked by 4 different users based on their being interesting. Each bag represents a
webpage with instances being the links on the webpage.

All the datasets as used were made public in D&dic,

4.2 Used models

The models for evaluation were implemented in the Julia programming language (see Bezanson et al.,
) using the Flux.jl framework for machine learning (see Innes, ) and the Mill.jl framework for
multi-instance learning (see Pevny; Mandlik, ).

The embedding ¢ was realised by a MIL neural network consisting of 2 per-instance layers of 30 neu-
rons, followed by aggregation formed by concatenating element-wise mean and element-wise maximum
of all instances in a bag, followed by 2 per-bag layers of 30 neurons. All the neurons used the ReLU
activation function (see Hahnloser et al., ). Layer weights were initialized using Glorot initialization
(see Glorot et al., ), bias vectors were initialized to zeros. ADAM (see Kingma et al., ) was used
as the optimization method. This particular architecture of the models was chosen based upon previous
experience with using neural networks in multi-instance setting, particularly the works Dédic, and
Pevny; Dédic, . Several architectures were tested and the best one selected for the experiments.

For each of the datasets, 80% of bags was randomly chosen as the training data, with the rest being
testing data. The models were trained using 100 mini-batches of size 50.

4.3 Mean model and classification model

In order to provide some baseline against which the models could be compared (as there is no prior art
for this problem), two other models were introduced.

A non-machine-learning model was introduced as a baseline, which all models should surpass. This
model implements the embedding ¢ as an element-wise mean of all instances of a bag. This represents a
natural embedding of a bag as its expected value. This model is reffered to as the mean model in the rest
of this work.
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A classification model has been introduced as a target to beat. This model was realised by a MIL
neural network consisting of 2 per-instance layers of 30 neurons, followed by aggregation formed by
concatenating element-wise mean and element-wise maximum of all instances in a bag, followed by
2 per-bag layers of 30 neurons and a final layer of 2 output neurons. All the neurons used the ReLU
activation function, except for the output neurons which used identity as their activation function. Layer
weights were initialized using Glorot initialization, bias vectors were initialized to zeros. ADAM was
used as the optimization method optimizing the cross-entropy loss. The accuracy of the model has been
evaluated by selecting the optimal threshold on its output. This model mirrors the model used in the
proposed methods, but replaces the clustering with simple classification. It is therefore not designed to
be the optimal classification model. This model is reffered to as the classification model in the rest of
this work.

4.4 Method hyper-parameter selection

Some of the three proposed clustering-losses have some hyper-parameters which need to be tuned, that
is values that need to be chosen by the model architect as part of the design of the method. Lcpc has no
hyper-parameters, Lyipler has a single hyper-parameter ¢ which controls the weght on the term separating
clusters, and Lpagner has three hyper-parameters, K, which is the number of clusters fora each class, a,
which is the desired separation between clusters, and the cluster index update frequency. For Lyspiec and
Lmagnet, a range of values was tried for each hyper-parameter in order to select the best configuration
for each. The testing was done on the "Musk?2” dataset, as it is sufficiently hard and simultaneously the
best-known industry standard dataset for MIL.

4.4.1 Triplet loss

For Lyiple, the values ¢ € {0.01,0.1,1,10,100} have been tested. Figure 4.1 shows the values of
silhouette (-) (i.e. the ratio between the average inter-cluster distance and the average intra-cluster dis-
tance, see section 2.3 for the exact definition) and the accuracy of a kNN classifier built on the embedding
for the different hyper-parameter values.

Accuracy
o

0.6 |-

I L I L I h n I ! L
0 25 50 75 100 0 25 50 75 100
Learning step Learning step

(a) The value of silhouette (-). (b) The accuracy of a kNN classifier built on the embed-
ding.

Figure 4.1: The values of the performance metrics over the learning period for triplet loss.

As can be seen from the figures, for low values of c, the performance is not good and, more impor-
tantly, isn’t increasing over the learning period. In the end, the value ¢ = 1 has been selected as it offers
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good performance and the higher values show some instability in the learning process.

4.4.2 Magnet loss

For Liagnet, the values K € {2,3,5,8,16,20}, o € {0,0.1,0.5,1,10} and the cluster index update
frequency in {5, 10, 25, 70, 130, 200, 1000} have been tested. Figure 4.2 shows the values of silhouette (-)
for the different hyper-parameter values. The accuracy of the kNN classsifier built on top of the embedding
was also calculated and is included in the appendix.



44

a = 0.0, frequency = 5

a = 0.1, frequency = 5

METHOD HYPER-PARAMETER SELECTION

a = 0.5, frequency = 5

a = 1.0, frequency = 5

a = 10.0, frequency = 5

14— K=2 L4 14 L4 14
— K=3
12 12f 12f 12f
Lof 1of 1of 1of
E-] 2 8 £ £
& & sl & osl 2 osl 2 os|
o6, 06 1> 06l 061
oaf 04l 04l 04l
02 02 — 02 — 02
0 2 50 75 100 o 2 50 3 100 o 2% 50 75 100 o % 0 7S 00 0 2 30 3 00
Learning step Learning step Learning step Learning step Learning step
a = 0.0, frequency = 10 a = 0.1, frequency = 10 a = 0.5, frequency = 10 a = 1.0, frequency = 10 a = 10.0, frequency = 10
1af 14| 1af 1af 1af
12 12 12f 12f 12f
1of 1of 1of 1of 1of
g g £ -1 2
& osl, & osf & osl 2 osl 2 osl
o6 f o6 f 06 06 06l
o[ 04f 04l 04l 04l
02 02 02 02 02
0 3 0 75 00 o 2 50 75 100 o B3 50 75 00 o 3 0 7 00 0 3 30 3 00
Learning step Learning step Learning step Learning step Learning step
a = 0.0, frequency = 25 a = 0.1, frequency = 25 a = 0.5, frequency = 25 a = 1.0, frequency = 25 a = 10.0, frequency = 25
14 14 1af 1af 1af
12 12 12f r2f 12f
A I R R
1o 10| 1of 1of 1of
E] K] ] ] K]
& osf & osf & os 2 osl 2 osl
o6, 0. 06 06 - 06l
02 0 25 50 75 100 02 0 25 50 7 100 02 0 25 50 k) 100 02 o 25 50 k) 100 02 0 25 50 ke 100
Learning step Learning step Learning step Learning step Learning step
a = 0.0, frequency = 70 a = 0.1, frequency = 70 a = 0.5, frequency = 70 a = 1.0, frequency = 70 a = 10.0, frequency = 70
1l 14 Laf 1af 1af
12 12| 12f 12f 12f
1o 10| 1of 1of s
2 2 g 2 2
& osh & osf 2 osl 2 osl 2 osl
o6 [ 00 f- 06l 06l 06l
04 04 f 04t 0 0
0.2 L 02 02 — 02 — - 0.2 - —le
o 25 50 5 100 0 25 50 75 100 [ 2% 50 7 100 [ % 50 75 100 0 % 50 75 100
Learning step Learning step Learning step Learning step Learning step
a = 0.0, frequency = 130 a = 0.1, frequency = 130 «a = 0.5, frequency = 130 a = 1.0, frequency = 130 a = 10.0, frequency = 130
1af 1af 1af 1af 1af
12 12 12f 12f 12|
Lo 1o 1of 1of s
E-] -] -] £ £
S s} 3 s} 3 osl 3 osl 3 osl
06 [ o6, 06 061 061
"l il Ud@ U “
0.2 L 02 02 — 02 - 02 —t
o 2 50 5 100 o 2 50 75 100 o % 50 7 100 o % ) 7 100 0 % 0 7 100
Learning step Learning step Learning step Learning step Learning step
« = 0.0, frequency = 200 «a = 0.1, frequency = 200 «a = 0.5, frequency = 200 « = 1.0, frequency = 200 « = 10.0, frequency = 200
14} 14} 1af 1af 1af
12| 12| 12f 12f 12|
1o 1o 1of 1of 1of
2 ] S K 2
& osf & osf & osl & osl & osf
06 [ 0.6 0.6 F\ "\ I)L-*i} 06
0.4 f- 0.4 f 04l 04l 04
0.2 02 02 — 02 — 02 —l
0 2 50 5 100 o 2 50 75 100 o 2% 50 7 100 o % 0 7 100 0 % 30 3 00
Learning step Learning step Learning step Learning step Learning step
a = 0.0, frequency = 1000 a = 0.1, frequency = 1000 a = 0.5, frequency = 1000 a = 1.0, frequency = 1000 a = 10.0, frequency = 1000
1af 14} 1af 1af 14l
12 12} 12f 12f 12f
Lof 1of 1o} 1o} 10f
E-] 2 8 £ £
& st & osf & os} & os) £ os)
oaf 04 04l 04l 04
02 02 02 02 — 02
0 2 el 3 100 o 2 50 3 100 o 25 50 75 100 o % 30 7 00 0 2 30 3 00
Learning step Learning step Learning step Learning step Learning step

Figure 4.2: The value of silhouette (-) over the learning period for different values of K, « and the cluster
index update frequency. Each subplot corresponds to a particular « and the cluster index update frequency.
The series in each subplot correspond to a value of K.
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As can be seen from the figures, the value of K doesn’t affect the performance, therefore K = 2
was chosen due to its lowest computational complexity. For the values of «, the lower values offer better
performance, with the values 0 and 0.1 being practically indistinguishable. Therefore o = 0 was chosen.
The cluster index update frequency offers no practical change in performance for values up to 25, with
higher values having a negative impact. Therefore, due to computational constraints, the value of 25 was
chosen. The selected hyper-parameter configuration is compared to the mean model and the classification
model on the "Musk?2” dataset in figure 4.3.

09|

Accuracy
%
T

0.7

I I I I I I
0 25 50 75 100 0

Learning step Learning step

(a) The value of silhouette (-) over the learning period.  (b) The accuracy of a kNN classifier built on the embed-
ding over the learning period.

Figure 4.3: Comparison of the selected hyper-parameter configuration for magnet loss to the mean model
and the classification model.

4.5 Method comparison

The three methods were compared using their best hyper-parameter configuration. All of the methods
were evaluated on all of the datasets, however, for better legibility, only the datasets "BrownCreeper”,
“Musk?2”, "Mutagenesis2” and "Web3” have been selected for the comparison as they contain a mixture
of the most well-known, easy, hard and different domains. The rest of the figures, detailing the values
of silhouette (-) and the accuracy of a kNN classifier based on the embedding as both a function of the
learning step and as a function of the size of the seed dataset are presented in the appendix.

Figure 4.4 shows the value of silhouette (-) for the three methods, as evaluated on the 4 selected
datasets. Table 4.1 shows the accuracy of the final model for each method and each dataset.
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Figure 4.4: The value of silhouette (-) for the three methods over the learning period.

As can be seen from the figure and the table, triplet loss is the best performing among these 3 ap-
proaches as it is the only one which improves the metrics over the learning period (with the exception of
the "BrownCreeper” dataset). The other two methods show no clear improvement. With that said, how-
ever, the performance varies wildly between datasets. On the ”"Web” datasets, the value of silhouette (-)
quickly increases to vera high values, but the accuracy of the kNN classifier isn’t accordingly high. This
suggests that the embedding is quickly separating the different classes, but it does so in such a way that
the kNN algorithm is not able to utilize this separation. This suggests that KNN might not be the right

classification algorithm for this application.

Looking at the dependency of the accuracy on the size of the kNN seed data, some datasets clearly
stand out as particularly hard for all of the methods (e.g. "Mutagenesis2”’), while other have good results
for all methods (e.g. "BrownCreeper”). Again, triplet loss is the clear winner as on most datasets it
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Dataset CPC Triplet loss Magnet loss
BrownCreeper 0.900 0.836 0.818
CorelAfrican 0.950 0.945 0.945
CorelBeach 0.965 0.975 0.970
Elephant 0.575 0.875 0.825
Fox 0.400 0.625 0.550
Musk1 0.667 0.722 0.667
Musk2 0.750 1.0 0.650
Mutagenesis| 0.658 0.816 0.789
Mutagenesis2 0.708 0.750 0.500
Newsgroups1 0.533 0.900 0.900
Newsgroups2 0.600 0.750 0.850
Newsgroups3 0.683 0.650 0.700
Protein 0.820 0.846 0.821
Tiger 0.642 0.900 0.575
UCSBBreastCancer 0.333 0.750 0.583
Webl 0.667 0.733 0.667
Web2 0.689 0.733 0.600
Web3 0.733 0.867 0.533
Web4 0.622 0.600 0.667
WinterWren 0.936 0.936 0.927

Table 4.1: The accuracy of the final models for the publicly available datasets.

reaches its peak performance only with small amount of seed data.

Some of these findings go directly against the analysis presented in section 3.4, namely the prediction
that magnet loss would be as good, if not better than triplet loss. The reason why it is not so may lie in the
relative instability of the method, causing it to rapidly increase and the decrease all of the performance
metrics.

4.6 Magnet loss with self-tuning spectral clustering

Figure 4.5 presents the difference between using K-means and self-tuning spectral clustering as the inner
clustering algorithm in magnet loss.

As can be seen from the figures, the use of self-tuning spectral clustering brings no clear benefit to
the performance of this method. The accuracy is lower then when the K-means algorithm was used, this
can, however, be attributed to the instability of the method as a whole and may differ between runs.
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Figure 4.5: Comparison of the inner clustering algorithms for magnet loss.
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Chapter 5

Evaluation on a corporate dataset

The tree methods were finally evaluated on a corporate dataset in the domain of computer security. It is
reasonable to expect the methods to perform similarly to their behaviour on the publicly available datasets.
However, this task is significantly harder, which influences each method differently.

5.1 The used dataset

The models were evaluated on a proprietary dataset provided by Cisco Cognitive Intelligence, consisting
of records of network connections from clients (e.g. user computers or mobile devices) to some on-line
services. The dataset represents HT'TP traffic of more than 100 companies. Two datasets were collected,
each spanning 1 day of traffic. The training data was traffic from 2019-11-18, while the data used for
testing was collected the following day, 2019-11-19. For each connection, a proprietary classification
system based on Jusko, provided labels, classifying the connections either as legitimate or malicious
(connected to malware activity). The data was sampled to include 90% of negative bags and 10% of
positive bags. Table 5.1 lists all the features provided in the dataset for each connection.

In addition to that, each connection contains the URL the client is connecting to. A hierarchical
representation of the URL using MIL was added to the features — the MIL framework is powerful enough
to enable a mix of traditional and MIL-based features. The URL model is based on the previous works
Dédic, and Pevny; Dé&dic, . The hierarchical model is visualized in figure 5.1.
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The duration of the connection

The client port number

The IANA assigned internet protocol number

The server port number

The number of bytes sent from the client to the server

The number of bytes sent from the server to the client

The number of packets sent from the client to the server

The number of packets sent from the server to the client

The number of individual TCP connections

The number of SYN packets sent from the client to the server
The number of SYN-ACK packets sent from the server to the client
The number of RST packets sent from the client to the server
The number of RST packets sent from the server to the client
The number of FIN packets sent from the client to the server
The number of FIN packets sent from the server to the client

Table 5.1: The information provided for each connection in the corporate dataset.
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Figure 5.1: Hierarchical model of a URL. The vector cy, . .., ¢;, represents the connection features.

5.2 Used models

The models for evaluation were implemented in the Julia programming language (see Bezanson et al.,
) using the Flux.jl framework for machine learning (see Innes, ) and the Mill.jl framework for
multi-instance learning (see Pevny; Mandlik, ).

The embedding ¢ was realised by a MIL neural network. Using the notation from figure 5.1, ¢p, ¢p
and ¢¢ consisted of a layer of 20 neurons, followed by concatenating element-wise mean and element-
wise maximum of all instances in a bag. After joining the URL parts by concatenating their representa-
tions, ¢y consisted of a layer of 120 neurons, followed by concatenation with the 15 connection features.
Finally, ¢spp consist of a layer of 135 neurons, followed by aggregation by concatenating element-wise
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Legitimate traffic

Ad injector

Anonymization software
Advanced Persistent Threat (APT)
Banking trojan

Click fraud

Cryptocurrency miner

Data exfiltration

Exploit kit

Information stealer

Malicious advertising

Malicious content distribution
Malware distribution

Money scam

Potentially unwanted application (PUA)
Ransomware

Scareware

Spam botnet

Spam tracking

Trojan

Table 5.2: The malware classes distinguished in the multi-class dataset.

mean and element-wise maximum of all instances in a bag, followed by a layer with 270 neurons. All the
neurons used the ReLLU activation function (see Hahnloser et al., ). Layer weights were initialized
using Glorot initialization (see Glorot et al., ), bias vectors were initialized to zeros. ADAM (see
Kingmaetal., ) was used as the optimization method. The models were trained using 20 mini-batches
of 50 bags each.

A mean model and a classification model have been constructed similarily to the ones in section 4.3
The classification model is identical, with a final output layer of 2 neurons added. ADAM was used as the
optimization method optimizing the cross-entropy loss. The accuracy of the model has been evaluated
by selecting the optimal threshold on its output.

5.3 Multi-class classification

Apart from the task of learning a clustering based on a two-class labeling of bags as either legitimate or

malicious, a multi-class classification system was also trained and evaluated. In this case, the data points

were labeled as either legitimate or belonging to one of 19 classes of malware, described in table 5.2.
The data was sampled to include 81% of legitimate bags and 1% of every other class.

5.4 Method comparison
Figure 5.2a shows the value of silhouette (-) for all the methods over the learning period. Table 5.3 shows

the accuracy of the final model for each method. Figure 5.2b shows the relation between the number of
data points used to seed the kNN classifier and its accuracy. Due to the high noise (even when averaging
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over three runs), in this figure the values are fitted by a polynomial of order 4 so that they could be
compared. The original values are plotted in the appendix.

Figure 5.3a shows the value of silhouette (-) for all the methods for the 20-class classification problem
over the learning period. Table 5.3 shows the accuracy of the final model for each method. Figure 5.3b
shows the relation between the number of data points used to seed the kNN classifier and its accuracy. Due
to the high noise (even when averaging over three runs), in this figure the values are fitted by a polynomial
of order 4 so that they could be compared. The original values are plotted in the appendix.
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Figure 5.2: The performance metrics for two class classification on the corporate dataset.
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Figure 5.3: The performance metrics for twenty class classification on the corporate dataset.

As can be seen from the figures and the table, for this problem, magnet loss performed the best. The
model based on contrastive predictive coding is the second best and for the model based on triplet, the
value of silhouette (-) actually goes down over the learning period. Figure 5.2b shows that triplet loss
and magnet loss reach their peak performance for a small number of seed data, but CPC improves its



Classification problem  CPC Triplet loss Magnet loss

2 classes 0.920 0.910 0.930
20 classes 0.893 0.868 0.904

Table 5.3: The accuracy of the final models for the corporate datasets.

performance with every new seed point. For the multi-class version of the experiment, magnet loss still
leads in terms of accuracy, but is somewhat surprisingly surpassed by CPC in terms of silhouette (-).
Figure 5.3b shows an inverse relationship than expected, but this can be explained by the high number of
classes which are only sampled for a sufficient number of seed data points.
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Conclusion

In this work, an overview of multi-instance learning was provided with a mathematical formalism for
describing it and a survey of the paradigms and methods. Clustering was introduced as a key task in
unsupervised learning. Then, three methods for clustering based on multi-instance representations were
introduced, one unsupervised and two supervised. For each of the methods, the prior art it builds on
was presented, along with its modification for the purposes of multi-instance clustering. All three of the
methods were theoretically and experimentally evaluated and compared. The experiments were conducted
first on publicly available datasets in a reproducible fashion. Following that, a corporate dataset of network
security data was used as it is the primary application in mind for this work.

Comparing the methods on publicly available datasets shows the method base on triplet loss to be
the best performing one. This method outperformed the other two in the sense that it was the only one to
improve its performance over the learning period. This is a surprising result, as magnet loss, which builds
on triplet loss and enhances it, performed worse. When evaluating on the corporate dataset however, the
method based on magnet loss outperformed both of the other methods, albeit none of the results were
as good as anticipated. As this problem was a much harder one, this might hint at triplet loss not being
able to handle such complex tasks, while the performance of magnet loss isn’t impacted as much, making
it surpass triplet loss. The method based on contrastive predictive coding performed poorly on both the
publicly available datasets and the corporate one. However, the comaprison might not be fair as the CPC
method is unsupervised, whereas the other two can utilize labels on the training data.

Clearly, more research is needed. The most promising method, CPC, performed poorly and should be
investigated more. A thorough theoretical investigation of the method including finding its local extrema
might explain its low performance, however, it was judged to be outside the scope of this work. Combin-
ing the representative power of multi-instance learning with the versatility of the clustering algorithms
remains an open problem.
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Appendix A

Plots

This appendix contains all of the plots that weren’t significant enough to include in chapters 4 and 5.
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Figure A.1: The accuracy of a kNN classifier built on the embedding over the learning period for different
values of K, a and the cluster index update frequency for magnet loss. Each subplot corresponds to a
particular « and the cluster index update frequency. The series in each subplot correspond to a value of
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Figure A.4: The accuracy of a kNN classifier built on the final embedding for Lcpc as a function of the
number of samples used to seed it. Average of three runs.
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Figure A.7: The accuracy of a kNN classifier built on the final embedding for triplet loss as a function of
the number of samples used to seed it. Average of three runs.
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Figure A.8: The value of silhouette (-) for magnet loss over the learning period. Note the logarithmic
scale on the y axis.
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Figure A.9: The accuracy of a kNN classifier built on the embedding for magnet loss over the learning
period.
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Figure A.10: The accuracy of a kNN classifier built on the final embedding for magnet loss as a function
of the number of samples used to seed it. Average of three runs.
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Figure A.11: The accuracy of a kNN classifier built on the final embedding over the learning period.
Average of three runs on the corporate dataset.
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Figure A.12: The accuracy of a kNN classifier built on the final embedding as a function of the number
of samples used to seed it. Average of three runs on the corporate dataset.
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Figure A.13: The accuracy of a kNN classifier built on the final embedding over the learning period.
Average of three runs on the corporate dataset with 20 classes.
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Figure A.14: The accuracy of a kNN classifier built on the final embedding as a function of the number
of samples used to seed it. Average of three runs on the corporate dataset with 20 classes.
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